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Abstract 

To hide a binary pattern in the palette image a steganographic scheme 
with blind detection is considered. The embedding algorithm uses the 
Lehmer code by palette color permutations for which the cover image 
palette is generally required. The found transformation between the 
palette and RGB images allows to extract the hidden data without any 
cover work. 


1 Introduction 

Palette or indexed images are widespread in the Internet and various stegano¬ 
graphic techniques have been developed to protect them. Graphic formats store 
the palette image creating a data set and a palette array which can be used 
for hiding the information. The modification of data set or palette as LSB- 
embedding often introduces noticeable artifacts. The possible solutions include 
sorting palette, parity and adaptive embedding [T] and others [2]. 

Numerous techniques are based on the fact that reordering the palette colors 
and reindexing the data set can leave the image visibility unchanged. The GIF- 
Shuffle steganography program implements this solution for GIF images [3]. 

The GIF-Shuffle encodes message using the palette color permutations and 
uses an algorithm that generates permutation according to a given integer. In 
the same manner SteganoGifPaletteOrder uses permutations of colors in the 
GIF palette [4]. Together with color images such technique, known as GIF-it- 
Up, allows to hide information in grayscale GIF images [5]. 

Encoding by permutation also known as Lehmer code [6] assumes a choice 
of initial ordering. For instance, the GIF-Shuffle program sorts the palette 
RGB colors of the GIF using a ’’natural” order, i.e. every color is assigned to 
the value 6536i? + 256G + B and then sorted accordingly. It means that to 
retrieve the hidden information it needs this ’’natural” order or in other words 
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it needs the cover work. From this point of view the steganographic system 
used the permutation code would have not blind detection. This is not a fatal 
restriction. Such ’’natural” order may be considered as a secrete key. The key can 
be distributed among the legitimate users via numerous classic cryptographic 
protocols and via a quantum protocol such as BB84 [7]. 

In this paper we propose a scheme with blind detection. The reason is that 
the cover image may be generated from the palette stego image if it will could 
be transformed into its RGB representation. That is possible thanks to the 
particular transformation between the palette and the RGB images. The main 
aim of our paper is to consider this map and to discuss the embedding of a 
binary pattern using the Lehmer code. 

To improve the security level the GIF-Shuffle and the SteganoGifPalette- 
Order techniques propose encryption. A possible encryption algorithm may be 
the ICE (Information Concealment Engine) with a 64 bit key [8]. Indeed, to 
hide binary images a Vernam cipher may be suitable. When the key is im¬ 
plemented by a random binary matrix a one-time pad can be built. This is a 
perfect encryption if it is used correctly [9]. On practice one-time pad appli¬ 
cation is limited, it needs storing and distributing a large random key, that is 
very expansive. However its modern implementation based on the optical beam 
splitter of random structure may be efficient m- 

The paper is organized as follows: at first the Lehmer code is briefiy dis¬ 
cussed, then transformations of palette images are considered and finally a 
steganographic scheme with blind detection is described. 

2 Lehmer code 

The Lehmer code enumerates permutations by an integer represented in the fac¬ 
torial number system . It allows encoding the binary message by a permutation 
and it needs an initial permutation called identity. 

Positive integer m can be represented with the help of the factorial number 
system as 

n 

m = '^ak{k - 1)\, (1) 

*=1 

where factorial digits = \rn/{k — 1)!J mod {k) take their value from the set 
0,l,2,.../c — 1, and the fioor function \x\ computes the largest integer less or 
equal to x. The representation 0 can be considered as a factorial n-digital 
register, that stores any integer from the range [0,n! — 1]. Eor example, six 
factorial digits of 251 from oq to ai read 

251 = (2,0, 2,0,1,0)! = 2.5! + 0 • 4! -1- 2 • 3! + 0 • 2! + 1 • 1! + 0 • 0!. (2) 

The Lehmer code is one of the ways of encoding permutations using the inver¬ 
sion. Items Xk and Xj of a permutation are called in the inversion if Xk > Xj for 
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k < j. Let tk be the number of all inversions of Xk^ then vector t = ^ 2 ,... ti) 

can uniquely describe any permutation of n entries. As there are n — k items 
to the right from Xk^ then Xk creates no more than n — k inversions and tk can 
take its value 0,1, 2 ... n — /c, where 0 denotes no inversion and maxt/^ = n — k. 
For example, assume the permutation of n = 6 entries be P(012345) = 204153, 
where 012345 is the identity permutation. Then maxt = (5,4, 3, 2,1,0), where 
0 indicates the fact that the item 5 is the last and there are no items on its 
right. For this case 

P(012345) = 2 0 4 1 5 3 . . 

t= (2, 0, 2, 0, 1, 0), 

where the first item 2 from t indicates that the first item of permutation 2 
creates inversions with 0 and 1. 

The considered examples (§ and (§ illustrate the one-to-one correspondence 
between the permutation presented by its inversions and the integer m presented 
by its factorial digits 

251 = (2,0,2,0,1,0)! 204153. 

Another example is the permutation of maxt = (n — 1,..., 2,1,0) that refers to 
full inversion of its entries P^^^(012 ...n — 1) = n — 1 ... 210 

n! - 1 = (n - 1,..., 2,1, 0)1 n - 1... 210. (4) 

The Lehmer code allows to encode any digital images using permutations. 
For instance, considering a binary image, this is a set of binary digits of an 
integer m that can be represented in the factorial number system. Figure 0 
illustrates first steps. A 41 x 41 binary image of two colors (red and black) is 
transformed into an integer m that consists of 503 decimal and 256 factorial 
digits. Factorial digits are arranged into the 16 x 16 matrix shown in the Fig. 

0 (d). 

Then to generate the desired permutation for the given m an identity permuta¬ 
tion has to be selected. This fact is important for the palette color embedding 
techniques based on the color permutation. For this case the identity permu¬ 
tation is given by the cover palette and it is required for detection of hidden 
data. As result the detection algorithm will use the cover image and will not be 
blind. However the cover palette can be achieved from a stego image thanks to 
particular features of the palette color transformation. 

3 Transformation between palette and color im¬ 
ages 

A palette image can be converted into another one so that both images will have 
the same RGB appearance that can be converted reversibly only to one of them. 
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From the mathematical point of view a palette or indexed image can be repre¬ 
sented by a tensor product Cpai = 1 where / is a data set or an index array, 
and P is a palette that maps the color in RGB model. When index i G / refers 
to the palette it takes the color and then there is a transformation Cpai Crgb^ 
where Crgb is an RGB representation of the palette image or its appearance we 
see on the display. 

A common transformation between color and palette images is irreversible. The 
usual representation has 24 bit for color pixel and 8 bit for palette pixel. A large 
number of color quantization algorithms allows us to convert a 24-bit color image 
into a palette image of 8 bit color - Cpai{S). Here the entropy is not preserved 
and this transformation is lossy, however the achieved palette image may look 
nice. 

Let the image Cpai{S) have its RGB appearance of 8 bit color Crgb{^)- Using 
the same color quantization algorithms we convert this RGB image back into 
the palette one. The algorithms are assumed to be deterministic then clear that 
output is Cind{^)‘ If means that there is the one-to-one correspondence between 
Crgb{8) and Cind(8): 

^ Cind- ( 5 ) 

Indeed, this reversible transformation can not couple all pairs of images and 
there is a set of palette images for which <§ is not reversible. 

Palette images can be transformed from one to another using different ap¬ 
proaches. A simultaneous changing of the index and the palette colors may 
result in a transformation Cpai SpaU where both palette images have the 
same RGB appearance Crgb- L^f Cpai and Crgb coupled by Then clear 
that the quantization algorithms convert Crgb into Cpai instead of Spah This 
observation is described by the next mapping 


Crgb ^ Cpai ^ Ppal ^ Crgb- 


( 6 ) 


Figure ([^ illustrates the map given by Here the RGB color image Crgb and 
the palette image Cpai are converted from one to another by Matlab functions 
rgb2ind and ind2rgb in accordance with Eq <§• Two palette images are given 
by its index arrays, grayscale patterns and palettes. The image Spai is a negative 
of Cpai • The negative is achieved by replacing the indexes and the palette colors 
or the palette rows with i ^ i' = 255 — i. Being negative patterns both images 
Cpai and Spai have the same RGB representation given by Crgb- 


4 Steganographic scheme with blind detection 

Two palette images that have the same RGB appearance may be considered as 
a pair of cover and stego works of a steganographic scheme where the hidden 
message can be extracted from the stego image. 

Two palette images shown in the Fig Q have the same look and one of them 
- Spai is achieved from Cpai by inversion of its colors and indexes. Using this 
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approach a message was embedded and it can be established easily. It follows 
from the Lehmer encoding that the permutation that inverts all n colors has 
integer m = n\ — l This integer consists of not less than N = log 2 (n!) binary 
digits and is a message M embedded into the palette. Without loss of generality 
we will consider M as a binary image. However this image will consist of 1 only 
and its Shannon entropy H{M) = 0. For a palette of n = 256 colors N > 1684 
and being accurate up to 3 bits we find that Misa41x41 matrix of 1 that 
may look as a black square. It means that embedding the message as a ’’black 
square” is a complete inversion of the palette colors. 

Fig. (§ illustrates embedding a binary image by the Lehmer code. The 
41 X 41 binary image presented in the Fig. 0 (a) is embedded into the cover 
work Cpai in the Fig. Q (b). The stego image Spai is shown in the Fig. ^ 
(b), and is achieved by the found permutation of the palette colors and indexes 
of Cpah A piece of the permutation is given at the button, in the Fig. 0(c). 

After the message is embedded the stego image Spai can be storied in such 
graphic formats as GIF and PNG for further use without any lossy transfor¬ 
mations. To extract the message from Spai h should be downloaded from GIF 
or PNG and in accordance to ^ the solution is obtained after executing the 
following steps: 

• palette is extracted from Spai and cover image Cpai is generated from Crgb 
that is the color representation of both the stego and the cover images; 

• palette is extracted from Cpai that is the identity permutation of colors; 

• the hidden message is extracted from the the palettes by Lehmer encoding. 

Note that the presented scheme is not secrete from the Kerckhoff’s principal 
point of view because it has no secrete key. A possible solution is to generate 
a random binary matrix of the size equal to the binary message and combine 
them, for example, by modular addition. When the matrix is random and is 
never reused the obtained system (known also as a one-time pad) is unbreakable. 
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(a) 


m=6564698395969575619217434227940305226292 

7514418706831466750223276003872109960051332 

9241782566259050945908508476119690805818012 

0096364808627684263408848496245696944880585 

2822358553400140529196840593450357397259482 

9057605847681238359717540871047266719162039 

9124540758547670566869831406240503095642606 

1068740462944214526222832557674567028272210 

5899992245707496341193427195750089344914320 

8488338037418189084529131131099129182833940 

1672061777758905761066848509547334076872848 

089933610177648795478168370151424.0 

(b) 


ni=(0, 0, 1 , 1 , 1 , 0, 6, 1 , 8, 5, 1 , 1 , 0, 9, 8, 1 , 11, 6, 11, 
16, 18, 8, 10, 20, 2, 17, 11, 19, 8, 11, 5, 14, 24, 15, 21, 
32,16,13,10, 34, 35, 38, 36, 28, 27, 4,1,17, 30, 34, 23, 
35, 43, 25,14, 52,15, 47, 27, 45, 28, 2, 33,16, 31, 4, 59, 
56, 65, 67, 8, 44, 69, 48, 52, 74, 43, 58, 18, 51, 63, 10, 
79, 59, 65, 24, 64, 44, 54, 43, 7, 74, 23, 86, 45, 72, 30, 
77, 61, 94, 6, 83, 83, 4, 92, 40, 18, 61, 105, 104, 17, 57, 
64, 38, 74, 36, 41, 8, 31, 10, 14, 37, 62, 80, 42, 112, 97, 
86,100,105, 89, 28, 3, 60, 35, 7, 25,122,126,126,105, 

27, 77, 126, 55, 132, 93, 31, 4, 17, 78, 20, 93, 145, 81, 
31,126, 22,143,118,19,126,103, 60, 60, 66,159,157, 
64, 53, 70, 76, 8,152, 66,123,128,121, 2,128, 20,102, 
115, 82, 179,150, 38, 97, 188, 173, 68, 11, 49, 127, 97, 
44, 32, 180, 54, 106, 91, 159, 32, 107, 30, 196, 92, 132, 
17,188,189,11, 67, 80,152,135,148, 66, 87,169,180, 
68, 159, 101, 179, 63, 122, 142, 197, 32, 229, 52, 230, 
51, 51, 22, 234, 14, 206, 227, 174, 71, 73, 196, 243, 68, 

28 , 65 , 199 , 39 , 163 , 71 , 232 , 252 , 4 , 0 )! ^ ^ 

(c) 



(d) 


Figure 1: Encoding of binary image by the factorial digits of the integer: binary 
image of 41 x 41 pixels (a); the 503 digital integer corresponding to the binary 
image (b); the 256 factorial digits of the integer m (c); the 16 x 16 matrix 
representing the factorial digits (d). 

|W| 
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(a) 



(b) 





(c) 



(d) 


Figure 2: Transformations between the color and palette images (a); palette 
image Cpai and its negative Spai presented by its data sets, grayscale images, 
and palettes (b) and (d); these palette images have the same RGB appearance 
Crgb (^)' 
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(c) 


Figure 3: Embedding of binary image by the Lehmer code. Binary image and 
cover work shown in the Fig. (§ (b) and in the Fig. 0 (a). The cover 
image palette (a); palette stego image achieved by permutation of the colors 
and indexes (b); a piece of the permutation (c). 
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